
rCLAIM: 

1 . A method foJ protecting decrypted digital data, to which encrypted digital data is 
decrypted, from illegitimate use, said method comprising the steps of: 
^ encrypting said decrypted digital data by using a changeable key to digital data 

/ 

re-encrypted by the ^changeable key; 

encrypting;said digital data re-encrypted by the changeable key by using an unchangeable 
key in a device tc^' digital data double re-encrypted by changeable-unchangeable keys to be stored, 
copied or transferred; 

^ decrypting said copied, stored or transferred digital data double re-encrypted by 

1 i 



changeable-unchangeable keys, by using said unchangeable key to digital data re-encrypted by 

1 / 

1 the changeable key; and 

/ 

1 decrypting said digital data re-encrypted by the changeable key, by using said changeable 



key to saicj/ decrypted digital data. 

2. / A method for protecting decrypted digital data, to which encrypted digital data is 



decrypted, from illegitimate use, comprising the steps of: 

encrypting said decrypted digital data by using an unchangeable key in a device to digital 
data re-encrypted by the unchangeable key; 

[encrypting said digital data re-encrypted by the unchangeable key by using a changeable 
key to digital data double re-encrypted by changeable-unchangeable keys to be stored, copied or 
transfenred; 
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decrypting said copied, stored or transferred digital data double re-encrypted by 
changeable-unchangeable keys, by using ^d changeable key to digital data re-encrypted by the 
changeable key; and ^ 

decrypting said digital data decrypted by the changeable key key, by using said 
unchangeable key to said decrypted digital data. 

3. The method according to claim 1 or 2, wherein said steps of encrypting and 
decrypting by using said changeable key are carried out by a software. 

4. The method according to claim 1 or 2, wherein said steps of encrypting and 
decrypting by using said changeable key are carried out by a hardware. 



10 In 5. The method according to claim 1 or 2, wherein said changeable key is supplied from 



m 

111 the outside of a device. 



6. The method according to claim 1 or 2, wherein said changeable key is generated in a 

device. 



u\ 7. The method according to claim 1 or 2, wherein said steps of encrypting and 

a , / 

15^ decrypting by using said unchangeable key are earned out by a software. 

8. /The method according to claim 1 or 2, wherein said steps of encrypting and 
decrypting by using said unchangeable key are carried out by a hardware. 

The method according to claim 1 or 2, wherein said unchangeable key is already 
placed/ in said device. 

20 / 10. The method according to claim 1 or 2, wherein said unchangeable key is generated in 

said/device. 
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11. The method according to daim 1 or 2, wherein said unchangeable key is supplied 



from the outside of said device. 



^^/V 12. The method according/to claim 9, 10 or 1 1, wherein said unchangeable key is 



specific to said device. 

13. The method according to claim 9, 10 or 1 1, wherein said imchangeable key is not 
specific to said device. 

14. An apparatus for protecting decrypted digital data, to which encrypted digital data is 



decrypted, from illegitimate use, said apparatus comprising: 
^3 a changeable ke'y re-encryption unit for encrypting said decrypted digital data by using a 



1 0 jS^ changeable key to digital data re-encrypted; 

s / 

I r] an unchangeable key encryption unit for encrypting said digital data re-encrypted by the 

B / 

U changeable key b^ using an unchangeable key in a device to digital data double re-encrypted by 
changeable-unchangeable, keys to be stored, copied or transferred; 



Q 

1 5f.j, digital data double re-encrypted by changeable-unchangeable keys, by using said unchangeable 



an unchangeable key decryption unit for decrypting said copied, stored or transferred 
oil 

key to digital^Iata re-encrypted by the unchangeable key; and 

a changeable key decryption unit for decrypting said digital data re-encrypted by the 
unchangeable key, by using said changeable key to said decrypted digital data. 

15. / An apparatus for protecting decrypted digital data, to which encrypted digital data is 
20 decryptedJfrom illegitimate use, said apparatus comprising: 

an unchangeable key encryption unit for encrypting said decrypted digital data by using 
an unchan'geable key in a device to digital data re-encrypted by the unchangeable key; 
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a changeable key encryption unit for yencrypting said digital data re-encrypted by the 
unchangeable key by using a changeable key to digital data double re-encrypted by 
. changeable-unchangeable keys to be stored, copied or transferred; 

a changeable key decryption^it for decrypting said copied, stored or transferred digitd 
5 data double re-encrypted by changeable-unchangeable keys, by using said changeable key to 



digital data re-encrypted by the /unchangeable key; and 

an unchangeable key aecryption unit for decrypting said digital data re-encrypted by the 
unchangeable key, by using^aid unchangeable key to said decrypted digital data. 



a 



16. The apparatus according to claim 14 or 15, in which encrypting and decrypting by 

m / 

10;L using said changeable key are carried out by a software. 

i / 

m 17. The apparatus according to claim 14 or 15, in which encrypting and decrypting by 

U I 

i3 using said changeable key are carried out by a hardware. 



U 18. The apparatus according to claim 14 or 15, wherein said changeable key is supplied 

£ / 

from the outside pf a device. 

s / 

15^ 19. The^apparatus according to claim 14 or 15, wherein said changeable key is generated 

in a device. 

20. T^he apparatus according to claim 14 or 15, in which encrypting and decrypting by 
using said unchangeable key are carried out by a software. 

21/ The apparatus according to claim 14 or 15, in which encrypting and decrypting by 
20 using said unchangeable key are carried out by a hardware. 

22. The apparatus according to claim 14 or 15, wherein said unchangeable key is already 
placed /n said device. 
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123. The apparatus according to claim 14 or 15, wherein said unchangeable key is 
generated in said device. 
; 24. The apparatus according' to claim 14 or 15, wherein said unchangeable key is 

supplied from the outside of said device. 

/ 

i 25. The apparatus according to claim 14 or 15, wherein said unchangeable key is specific 

to said device. / 

26. The apparatus according to claim 14 or 15, wherein said unchangeable key is not 

specific to said device, j 

™ / 

27. A method for protecting decrypted digital data, to which digital data encrypted by a 



lOjii first changeable key is' decrypted, from illegitimate use, said method comprising the steps of: 

. / 

encrypting said decrypted digital data by using a second changeable key to digital data 

S / 

re-encrypted by the second changeable key; 

'L I 

^9 encrypting said digital data re-encrypted by the second changeable key by using an 



unchangeable key in a device to digital data double re-encrypted by 
1 5.U unchangeable-second-changeable keys to be stored; 

decrypting said stored digital data double re-encrypted by 
unchangeable-second-changeable keys by using said imchangeable key to said digital data 

re-encrypted by the second changeable key; 

/ 

encrypting said digital data re-encrypted by the second changeable key by using a third 
20 changeable key to digital data double re-encrypted by third-changeable-second-changeable keys 
to be copied or transferred; 
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decrypting said copied or transferred digital data double re-encrypted by 
third-changeable-second-changeable keys by'^sing said third changeable key to digital data 
re-encrypted by the second changeable key; and 

decrypting said digital data re-^^crypted by the second changeable key by using said 
second changeable key to decrypted digital data. 

28. A method for protecting decrypted digital data, to which digital data encrypted by a 
first changeable key is decrypted, from illegitimate use, said method comprising the steps of: 

encrypting said decrypted digital data by using a second changeable key to digital data 

/ 

re-encrypted by the second changeable key; 

encrypting said digital data re-encrypted by the second changeable key by using an 
unchangeable key in a/evice to digital data double re-encrypted by 
unchangeable-second-changeable keys to be stored; 



decrypting said stored digital data double re-encrypted by 
unchangeable-secpnd-changeable keys by using said unchangeable key to said digital data 
re-encrypted by the second changeable key; 

encrypting said digital data re-encrypted by the second changeable key by using a third 



e key to di; 



changeable kev to digital data double re-encrypted by third-changeable-second-changeable keys 
to be copied or transferred; 

decrypting said copied or transferred digital data double re-encrypted by 
third-chang(able-second-changeable keys by using said third changeable key to digital data 
re-encrypted by the second changeable key; and 
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decrypting said digital data re-encrypted by the second changeable key by using said 
second changeable key to decrypted digital data. 
^ 29. A method for protecting decr/pted digital data, to which digital data encrypted by a 

first changeable key is decrypted, froniallegitimate use, said method comprising the steps of: 

encrypting said decrypted digital data by using an unchangeable key in a device to digital 
data re-encrypted by the unchangeable key, and encrypting said digital data re-encrypted by the 
unchangeable key by using a second changeable key to digital data double re-encrypted by 
second-changeable-unchangeal?le keys to be stored; 



decrypting said stored digital data double re-encrypted by 
second-changeable-unchangeable keys by using said second changeable key to digital data 
re-encrypted by the unch^geable key; 

decrypting said^igital data re-encrypted by the unchangeable key by using said 
unchangeable key to decrypted digital data; 

encrypting slid decrypted digital data by using a third changeable key to digital data 
re-encrypted by the third changeable key, and encrypting said digital data re-encrypted by the 
third changeable key to digital data double re-encrypted by second-changeable-third-changeable 
keys to be copiei or transferred; 

decrypting said copied or transferred digital data double re-encrypted by 
second-changeable-third-changeable keys by using said second changeable key to digital data 
re-encrypted py the third changeable key; and 

decrypting said digital data re-encrypted by the third changeable key by using said third 
changeable key to decrypted digital data. 
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30. A method for protecting decrypted digital data, to which digital data encrypted by a 
first changeable key is decrypted, fr^ illegitimate use, said method comprising the steps of: 

encrypting said decrypted digital data by using an unchangeable key in a device to digital 
I data re-encrypted by the unchangeable key, and encrypting said digital data re-encrypted by the 
5 unchangeable key by using a second changeable key to digital data double re-encrypted by 
second-changeable-unchangeable keys to be stored; 

decrypting said sto/ed digital data double re-encrypted by 



G 
ii 

□ 



second-changeable-un^angeable keys by using said second changeable key to digital data 

Q re-encrypted by the unchangeable key; 
m I 
1 0 decrypting said digital data re-encrypted by the unchangeable key by using said 



jVj unchangeable key to decrypted digital data; 



encrypting/said decrypted digital data by using a third changeable key to digital data 
re-encrypted by the third changeable key, and encrypting said digital data re-encrypted by the 



third changeable key to digital data double re-encrypted by second-changeable-third-changeable 
1 5 keys to be copied or transferred; 



decrypting said copied or transferred digital data double re-encrypted by 
second-changeable-third-changeable keys by using said second changeable key to digital data 
re-encrypted by the third changeable key; and 

decrypting said digital data re-encrypted by the third changeable key by using said third 
20 changeable key to decrypted digital data. 

3 1 . The method according to claim 27, 28, 29 or 30, wherein said steps of encrypting and 
decrypting by using said second changeable key are carried out by a software. 
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32. The method according to claim 21, or 30, wherein said steps of encrypting and 
decrypting by using said second changeable key/are carried out by a hardware. 
J w method according to claim 27, 28, 29 or 30, wherein said second changeable key 

is supplied from the outside of a device. / 

34. The method according to claim 27, 28, 29 or 30, wherein said second changeable key 



m 



is generated in a device. 

35. The method according/to claim 27, 28, 29 or 30, wherein said steps of encrypting and 
decrypting by using said third diangeable key are carried out by a software. 

36. The method according to claim 27, 28, 29 or 30, wherein said steps of encrypting and 
10 :i: decrypting by using said third changeable key are carried out by a hardware. 

37. The method ac/ording to claim 27, 28, 29 or 30, wherein said third changeable key is 
□ supplied from the outside of a device. 

Q 38. The method according to claim 27, 28, 29 or 30, wherein said third changeable key is 

s / 

p generated in a device: 

3 / 
15 39. The method according to claim 27, 28, 29 or 30, wherein said steps of encrypting and 

decrypting by using said unchangeable key are carried out by a software. 

40. The/iethod according to claim 27, 28, 29 or 30, wherein said steps of encrypting and 
decrypting by using said unchangeable key are carried out by a hardware, 

41 . The method according to claim 27, 28, 29 or 30, wherein said unchangeable key is 
20 already placed in said device. 

4a The method according to claim 27, 28, 29 or 30, wherein said unchangeable key is 
generated in said device. 
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43. The method according to clairn;^?, 28, 29 or 30, wherein said unchangeable key is 
suppHed from the outside of said device^ 

\r\ / 

^ ^ 44. The method according to^claim 27, 28, 29 or 30, wherein said unchangeable key is 



specific to a device. 

45. The method according to claim 27, 28, 29 or 30, wherein said unchangeable key is 
not specific to a device. 

46. An apparatus for protecting decrypted digital data, to which digital data encrypted by 
a first changeable key is decrypted, from illegitimate use, said apparatus comprising: 

a second changeable key encryption unit for encrypting said decrypted digital data by 



1 0 using a second changeable key to digital data re-encrypted by the second changeable key; 

i / 

Tri an unchangeable key encryption unit for encrypting said digital data re-encrypted by the 

/ 

Q second changeable key by using an xmchangeable key in a device to digital data double 



Q re-encrypted by unchangeable-second-changeable keys to be stored; 

an unchangeable key decryption irnit for decrypting said stored digital data double 

S / 

15 j7 re-encrypted by unchangeable-second-changeable keys by using said imchangeable key to said 



digital data re-encrypted by the second changeable key; 

a thitd changeable key encryption xmit for encrypting said digital data re-encrypted by the 
second changeable key by using a third changeable key to digital data double re-encrypted by 
third-changeable-second-changeable keys to be copied or transferred; 
20 ai third changeable key decryption unit for decrypting said copied or transferred digital 

data double re-encrypted by third-changeable-second-changeable keys by using said third 
changeable key to digital data re-encrypted by the second changeable key; and 
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at second changeable key decryption unit for decrypting said digital data re-encrypted by 
the second changeable key by using said second changeable key to decrypted digital data. 

47. An apparatus for protecting decrypted digital data, to which digital data encrypted by 
a first changeable key is decrypted, fr9tn illegitimate use, said apparatus comprising: 

a second changeable key encryption unit for encrypting said decrypted digital data by 
using a second changeable key t^/digital data re-encrypted by the second changeable key; 

an unchangeable key encryption unit for encrypting said digital data re-encrypted by the 

/ 

second changeable key by using an unchangeable key in a device to digital data double 



re-encrypted by unchangeable-second-changeable keys to be stored; 

an unchangeable /key decryption unit for decrypting said stored digital data double 



re-encrypted by unchangeable-second-changeable keys by using said unchangeable key to said 



digital data re-encrypted by the second changeable key; 

a third changeable, key encryption unit for encrypting said digital data re-encrypted by the 
second changeable key by using a third changeable key to digital data double re-encrypted by 
third-changeable-second-changeable keys to be copied or transferred; 

a third changeable key decryption unit for decrypting said copied or transferred digital 
data double re-encrypted by third-changeable-second-changeable keys by using said third 
changeable /ey to digital data re-encrypted by the second changeable key; and 

a second changeable key decryption unit for decrypting said digital data re-encrypted by 
the secona changeable key by using said second changeable key to decrypted digital data. 

48. An apparatus for protecting decrypted digital data, to which digital data encrypted by 
a first changeable key is decrypted, from illegitimate use, said apparatus comprising: 
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m unchangeable key encryption unit for encrypting said decrypted digital data by using 
an unchangeable key in a device to digital data re-encrypted by the unchangeable key, and a 
second changeable key encryption unit for^encrypting said digital data re-encrypted by the 
unchangeable key by using a second changeable key to digital data double re-encrypted by 
second-changeable-unchangeable keys to be stored; 

a second changeable key de^ption unit for decrypting said stored digital data double 
re-encrypted by second-changeable-unchangeable keys by using said second changeable key to 
digital data re-encrypted by th/unchangeable key, and an unchangeable key decryption unit for 
decrypting said digital datay/e-encrypted by the unchangeable key by using said unchangeable key 
to decrypted digital data; 

a third changeable key encryption unit for encrypting said decrypted digital data by using 
a third changeable key to digital data re-encrypted by the third changeable key, and a second 



changeable key encryption unit for encrypting said digital data re-encrypted by the third 
changeable key to digital data double re-encrypted by second-changeable-third-changeable keys 
to be copied or transferred; and 

/ 

a second/changeable key decryption unit for decrypting said copied or transferred digital 
data double re-encrypted by second-changeable-third-changeable keys by using said second 
changeable k©^ to digital data re-encrypted by the third changeable key, and a third changeable 
key decryption unit for decrypting said digital data re-encrypted by the third changeable key by 
using said third changeable key to decrypted digital data. 

49. lAn apparatus for protecting decrypted digital data, to which digital data encrypted by 
a first changeable key is decrypted, from illegitimate use, said apparatus comprising: 
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an unchangeable key encryption unit for encrypting said decrypted digital data by using 
an unchangeable key in a device to digital data^^-encrypted by the unchangeable key, and a 
second changeable key encryption unit for^enc said digital data re-encrypted by the 

unchangeable key by using a second changeable key to digital data double re-encrypted by 
second-changeable-unchangeable keys to be stored; 

a second changeable key de^ption unit for decrypting said stored digital data double 
re-encrypted by second-changeable-unchangeable keys by using said second changeable key to 
digital data re-encrypted by th/unchangeable key, and an unchangeable key decryption unit for 
decrypting said digital data re-encrypted by the unchangeable key by using said unchangeable key 
to decrypted digital data^ 

a third changeable key encryption unit for encrypting said decrypted digital data by using 
a third changeable key to digital data re-encrypted by the third changeable key, and a second 



changeable key enctyption unit for encrypting said digital data re-encrypted by the third 

/ 

changeable key to digital data double re-encrypted by second-changeable-third-changeable keys 



to be copied or transferred; and 



a second/changeable key decryption unit for decrypting said copied or transferred digital 
data double re-encrypted by second-changeable-third-changeable keys by using said second 



changeable key to digital data re-encrypted by the third changeable key, and a third changeable 
key decrypti/n unit for decrypting said digital data re-encrypted by the third changeable key by 
using said uiird changeable key to decrypted digital data. 

50./ The apparatus according to claim 46, 47, 48 or 49, wherein said steps of encrypting 
and decrypting by using said second changeable key are carried out by a software. 

70 



5 1 . The apparatus according to claim 4^/ 47, 48 or 49, wherein said steps of encrypting 
and decrypting by using said second changeable key are carried out by a hardware. 

52. The apparatus according to claim 46, 47, 48 or 49, wherein said second changeable 
key is supplied from the outside of a d^^ce. 

53. The apparatus according >to claim 46, 47, 48 or 49, wherein said second changeable 
key is generated in a device. 

54. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of encrypting 
and decrypting by using said third changeable key are carried out by a software. 

55. The apparatus a^ording to claim 46, 47, 48 or 49, wherein said steps of encrypting 
and decrypting by using^^d third changeable key are carried out by a hardware. 

56. The apparatus according to claim 46, 47, 48 or 49, wherein said third changeable key 
is supplied from the outside of a device. 



57. The apparatus according to claim 46, 47, 48 or 49, wherein said third changeable key 
is generated in a device. 

/ 

58. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of encrypting 



and decrypting/by using said unchangeable key are carried out by a software. 

59. The apparatus according to claim 46, 47, 48 or 49, wherein said steps of encrypting 
and decrypting by using said unchangeable key are carried out by a hardware. 

60. / The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable key is 
already placed in the device. 

The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable key is 
generatJ^d in the device. 
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62. The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable key is 



/ice/ 



supplied from the outside of the device/ 

63. The apparatus according/ claim 46, 47, 48 or 49, wherein said unchangeable key is 
specific to said device. 

64. The apparatus according to claim 46, 47, 48 or 49, wherein said unchangeable key is 
not specific to said device. 

65. A method for protecting digital data from illegitimate use, said method comprising 

the steps of: / 

/ 

determining whether said digital data is subject to be protected or not; 



/ 



encrypting said digital data determined being subject to be protected by using an 
unchangeable key in said device to digital data encrypted by the unchangeable key; 

storing, copying or transferring said digital data determined being not subject to be 



protected and said digital data encrypted by the unchangeable key; 

decrypting said stored, copied or transferred digital data encrypted by the unchangeable 
key by using said unchangeable key to decrypted digital data; and 



utilizing said stored, copied or transferred digital data and said decrypted digital data. 

66. The method according to claim 65, wherein said steps of encrypting and decrypting 
by using said unchangeable key are carried out by a software. 

67. / The method according to claim 65, wherein said steps of encrypting and decrypting 
by using said unchangeable key are carried out by a hardware. 

68. The method according to claim 65, in which encrypting and decrypting by using said 
imchangiable key are controlled by identifying information which is added to said digital data. 
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69. The method according tc/claim 68, in which encrypting and decrypting are carried 
out by presence of said identifying information. 

70. The method according to claim 68, in which encrypting and decrypting are carried 

\^ . / 

out by absence of said identifymg information, 
i 71 . The method according to claim 65, wherein said unchangeable key is already placed 

in a device. 

72. The method according to claim 65, wherein said unchangeable key is generated in the 

device. 

(3 73. The method according to claim 65, wherein said unchangeable key is supplied from 

;I3 



1 0 ra the outside of the device. 

a I 

jlJ 74. The method according to claim 71, 72 or 73, wherein said unchangeable key is 

H / 

Q specific to the device. 

□ 75. /The method according to claim 71, 72 or 73, wherein said unchangeable key is not 

i"^ specific to the device. 

131 / 

15 r: lis. An apparatus for protecting digital data from illegitimate use, said apparatus 



)mpris] 

/ ^ 



comprismg: 

determining means as to whether said digital data is subject to be protected or not; 
/ means for encrypting said digital data determined being subject to be protected by using 
an unchangeable key in a device to digital data encrypted by the unchangeable key; 
20 / means for storing, copying or transferring said digital data determined being not subject 

to pe protected and said digital data encrypted by the unchangeable key; 
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fneans for decrypting said stored, copied or transferred digital data encrypted by the 



unchangeable key by using said unchang^ble key to decrypted digital data; and 
r nD/I^"^ means for utilizing said stored,/copied 
digital data, 



l/j^ ' means for utilizing said storedycopied or transferred digital data and said decrypted 



11, The apparatus according to claim 76, wherein encrypting and decrypting by using 
said unchangeable key are canied out by a software. 

78. The apparatus according to claim 76, wherein encrypting and decrypting by using 



said imchangeable key are carried out by a hardware. 
S 79. The apparat^ according to claim 76, wherein encrypting and decrypting by using 



lOiL said unchangeable key are controlled by identifying information which is added to said digital 



m data. 



80. The apparatus according to claim 76, wherein encrypting and decrypting are carried 
y out by presence of said identifying information. 

£ / 

U 81 . The apparatus according to claim 76, wherein encrypting and decrypting are carried 

□ , 
1 out by absence of said identifying information. 

82. The apparatus according to claim 76, wherein said unchangeable key is already 

placed in a/device. 

83/ The apparatus according to claim 76, wherein said unchangeable key is generated in 
the device. 

20 8'4. The apparatus according to claim 76, wherein said imchangeable key is supplied from 

the out^de of the device. 
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85. The appargfus aecording to claim 82, 83 or 84, wherein said unchangeable key is 



/ice. 



specific to the (k 

K 86./The apparatus according to claim 82, 83 or 84, wherein said unchangeable key is not 



specific; to the device. 



□ 
ffl 

m 



E ■ 
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